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* Eykataotaon touv Apache HTTP Server

* Exkkivnon/Awokornn/Emavekkivnon tou Apache
HTTP Server

* Ta apxela puBuioewv tou Apache

* Baolkec evtoAec puBuioswyv tou Apache
* Virtual Hosts

* XEPLOUOC 2ZPaANATWY

* Ynuovtika Apache Modules



\.ﬁatptkﬁ Oswpnon tou Apache HTTP
Server
* EAeUBOepo NOYLOULKO AVOLKTOU KWOLKAL.
* Yrnootnptén moAAwv yYAwoowv Scripting.
» EkteAeitol o€ OAQ T AELTOUPYLKA CUCTHHOTA.

e AladLKTUOKOC e€UTINPETNTNC TTOU aKoAouBel
apBpwtn oxeblaon (modules).

* ATTAOC KOlL QLTTOTEAECUOTLIKOC TPOTIOC pUOULONC
nov Boaoiletal og apyela.



Eykataotaon Apache

Entideén tne eykataotaonc



k: s ’
Ekkivnon/Awakonn/Emavekkivnon tou

Apache
Ekkivnon: httpd -k start.
Awakorn: httpd -k stop
Entavekkivnon: httpd -k restart.
‘Ekdoon: httpd -v
Evkataotaon tou Apache cav uninpeoia: httpd -k install

AN\ayn Twv eAOYwWV €KKivnong tTng umtnpeociog Apache:
httpd -k config

Amneykataotaon tou Apache cav unnpeoia: httpd -k uninstall

Eudavion twv poptwpevwyv modules: httpd —M

Aokwun tou configuration apxelou: http -t ( -D DUMPVHOSTS)



Ta apxeio puOuicewv tou Apache

* httpd.conf

* mime.types

e access.conf ( linux)
* .htaccess

* .htpasswd



2Uvtaén Twv apXELWV puOuLoEWY ToU

Apache
* Mua odnyila ava ypopun
* Case insensitive obnylec aAAa pe case
sensitive opiopota
* # oxOALa
* \ CUVEXELQ OTNV EMOUEVN YPOLULUN
e Ta Keva TPLV Ao TS odnyilec ayvoouvTtal



To apyeio httpd.conf

* OLodnyiec epappolovtal ce oAOKANPO TO server.

* Ta Sections neptopilouv v ecbapuovr'] TWV oSrwubv of3
OUYKEKPLUEVEC TIEPLOXEC TOU CUOTH) Hatog apxelwv twv URLs
Kol Suvartal va evowpatwBouv to Eva HEoa oTo AAAO.

<DIRECTORY>
<DIRECTORYMATCH>
<FILES>
<FILESMATCH>
<LOCATION>
<LOCATIONMATCH>
* O Apache pmnopei va e€uninpetel moAAoUC SLaPOPETIKOUC

StadiktuakoUc Tomouc¢ (sites) tavtoypova.
<VIRTUALHOST>



To apyeio .htaccess

 OLodbnyiec epapuodlovtal oto PpakeAo tov TonoOeToUE TO
.htaccess apxeio koL Touc uTtodpakEAOUC TOU.

 ACCESSFILENAME (kaBopileL to apyxeio .htaccess apyxeio)
AccessFileName .acl

 ALLOWOVERRIDE (emttpemel tnv evepyomnoinon/ anevepyomnoinon
tou .htaccess apyeiou)

<Directory />
AllowOverride None
</Directory>

<Directory />
AllowOverride All
</Directory>



Baoikéc evioAéc puBpicewv tou
Apache

ServerRoot : O pakeloc eykataotoonc Tou
Apache.

ServerRoot “c:/apache2.2"

Aisten : oL IP 61eBUvoELC KOl OL TTOPTEC TIOU
eEUTINPETEL O server.

Listen 80
Listen 10.0.2.132:9111



Baoikéc evioAéc puBpicewv tou
Apache (Zuv...)

ServerAdmin : H Email 6tevBuvon nou Ba
edoVLIOTEL 0TO HAVU A AdBouc otav poKUYEL
KAToLo opaApua.

Ckitagias@gmail.com

BerverName : To tpExov ovopa tou Server Name &
nopta

ServerName localhost:80

BerverAlias : EvaAaKTika ovopota yLo tThv
npocBaon twv virtual hosts.

ServerAlias alias-1 alias-2



BololKEC EVTOAEC pUOULOEWYV TOU

Apache (Zuv...)

DocumentRoot : O kupiwc pakeAoC Twv
eyypadwv tou Web Site.

DocumentRoot “E:/wwwroot”

INameVirtualHost : mpodlopileLl tnv IP
SdlevBuvon ywa name-virtual host

NameVirtualHost *:2125
NameVirtualHost 10.0.2.132:9111



% BaolKEC eVTOAEC pUOULGEWVY TOU
Apache (Zuv...)

LoadModule : Qoptwvel Eva CUYKEKPLUEVO
Module tou Apache.

LoadModule test_module modules/mod_test.so
Anclude:cupmephapfavet aAla configuration
apxelo oto configuration apyeio tou server .

Include “test.conf”
Include “e:/wwwroot/aliases/*.conf”



BololKEC EVTOAEC pUOULOEWYV TOU

Apache (Zuv...)

IFDefine: Eumeplexel obnyleg nov epapupoloviol Hovo
€AV N KATAAANAN TTAPAUETPOC KOBOPLOTEL OTN YPALLLN
gevtoAwv httpd

Napadeypa:

<|fDefine ClosedForNow>

Redirect / http://otherserver.example.com/
</IfDefine>

OAec oL atnoelc Ba SpopoloynBouv oe aAlo site povo
OV O server €XeL EEKLVNOEL E TNV EVIOAN:

httpd —DClosedForNow



BaolKEC EVTIOAEC pUBMICEWY TOU
Apache (Zuv...)

IFModule: Epmneplexet odnyiec mou epappolovral povo eav €va cuykekplpevo Module
glvat SLaBgopo

<IfModule module_name>
Module Specific Configurations
</IfModule>

<IfModule 'module_name>
Module Specific Configurations
</IfModule>

Nopadeyua:

<lIfModule mod_mime_magic.c>
MimeMagicFile conf/magic
</IfModule>

H odnyia MimeMagicFile Ba edappootel povo eav to module mod_mime_magic.c eivat
SdlaBéolpo



Baowég evtoAéc puBuicswv Tou
Apache (Zuv...)

IFModule (Cont...) ::
<IfModule 'autoindex_module>
<IfModule dir_module>
Directorylndex index.php index.html index.htm
</IfModule>

</IfModule>



Erpépouc tuipata pubuicswv

(Sections)
* Filesystem Containers

* Webspace Containers



Filesystem Containers

<DIRECTORY>
<FILES>

<Directory /var/web/dir1>
Options +Indexes
</Directory>

<Files private.html>
Order allow,deny
Deny from all
</Files>

<Directory /var/web/dir1>
<Files private.html>

Order allow,deny

Deny from all

</Files>

</Directory>



Filesystem Containers (Zuv...)

Directory :: Emtitpenel tTnv epappoyn pog opadoc
odnywwv ot directory

<Directory "E:/wwwroot/">

List of directives...

</Directory>



Webspace Containers

<LOCATION>

<Location /private>
Order Allow,Deny
Deny from all
</Location>

ATtayopeUEeL TNV MPooBacn o€ OAEC TLC ALTAOELC TTOU
¢eklvoLv pe /private onwc:

http://yoursite.example.com/private
http://yoursite.example.com/privatel123 K.T.A.



http://yoursite.example.com/private
http://yoursite.example.com/private123

k [ 4 [ 4 [ 4
2ELPOL EKTEAEONC TWV ETILUEPOUC
TUNHATWV puBuiloewvV (sections)
1. <DIRECTORY> (oL 0énylec oto .htaccess, eav

ETUTPETOVTOL , UTLEPLOYUOUV TOU
<DIRECTORY>)

2. <DIRECTORYMATCH>
3. <FILES> kat <FILESMATCH> tautoxpova

4. <LOCATION> kot <LOCATIONMATCH>
TaUTOXpOVA

5. <VIRTUALHOST> edapuolovtal LETA Kol
UTTEPLOYXVUOUV TOU KUpLlwc eyypadou



2ELPOL EKTEAEONC TWV ETILUEPOUC

TUNHATWV puBuioewv (sections)(cuv.)

YrioB£tovtag otL OAec ol 0dnyiec edpapuolovtal otnv http aitnon Oa epappootolv pe TNV akdGAouBn
oslpa A>B>C>D>E.

<Location />

E

</Location>

<Files f.html>

D

</Files>
<VirtualHost *>
<Directory /a/b>

B

</Directory>
</VirtualHost>
<DirectoryMatch "" . *bS">
C
</DirectoryMatch>
<Directory /a/b>

A

</Directory>



2ELPOL EKTEAEONC TWV ETILUEPOUC

TUNHATWV puBuioewv (sections)(cuv.)

Ave€apTnTo Ao TOUG OTIOLOUG TTEPLOPLOUOUG oTOo TUAMa <Directory> 1o TUNU
<Location> Oa epapUOOTEL TEAEUTOLO EMUTPETTOVTAC ATEPLOPLOTN
npocfaon oto server

<Location />
Order deny,allow
Allow from all
</Location>

# To akoAouBo tunua <Directory> dev Ba €xel kapia enidpaon
<Directory />

Order allow,deny

Allow from all

Deny from badguy.example.com

</Directory>



EvtoA£c eAsyyxou npoofBaonc

Access Control Directives :

KoBopillouv o€ TTOLOV EMLTPETETOL N MPOcBacn oto
SLadIKTUAKO TOTIO KOlL OE TTOLOV OXL.

H npoofaon pnopet napaxwpnOei pe faon ta
akoAouBa kpLtnpla:

* [P 6teBuvon / Domain Name
* Huepounvia & wpa
* AM\a kpLtpla KoBopLopeEva armo To Xpnotn



EvtoAEcg eAeyyov npocfaonc (Zuv...)

Order : EA€yxeL TNV pokaBoplopevn npooBaon KoL TNV oELpa LLE
Vv omoia aéloAoyeital n mpocBaon

Order Allow,Deny: n npooBaon amnayopevetal €€ oplopol. OL odnyieg
Allow aélohoyouvtal mpLv amo Tig odnyiec Deny.

Order Deny,Allow: n mpooPaon enttpenetal €€ oplopou. OL odnyieg
Deny aéloAoyouvtal rtpLv aro tc odnyieg Allow .

Allow: Ertitpemnel tnv mpooPaon amo pia dedopevn IP 61EBuvon N
Domain Name

Allow From all
Allow From 192.168

Deny: Artayopevel tnv pocPBacn amo pia dedouevn IP 6tEBuvon N
Domain Name

Deny From 192.168



EvtoAEg eAeyyou npocBaonc(Zuv...)

Apache Configuration File

<Directory "E:/wwwroot/protected">
Order allow,deny

Allow from alli

Deny from 192.168.

</Directory>

.htaccess

Order allow,deny

Allow from all

Deny from 192.168.



EvtoAEg eAeyyou npocBaonc(Zuv...)

FileMatch: Emuitpenel tov KaBoplopo SLKoLW HLATWV
nPOcBaonc yLot CUYKEKPLUEVA QPXELQL.

<FilesMatch ""\.ht">
Order allow,deny
Deny from alli
</FilesMatch>

<FilesMatch "\.pdf$">
Order allow,deny
Deny from all

</FilesMatch>



EVtoAEc

toutornoinonc/séovolodotnonc

AuthType: KaBopilel Tov TUTO TOUTOTIOLNONC
(Authentication) tou xpriotn. Me Basic
oTeAveTOL TO password aro Tov MEAATN OToV
client ywpic kwdikomoinon.

AuthType Basic | Digest

AuthUserFile: To apyeio mou mepLexeL ta
username Kot password

AuthUserFile <Directory>/FileName



EVtoAEc
Tovtonoinonc/e€ovolodotnonc
(Zuv...)

AuthName: svoc titAhog tTng meploxng mou Ba yivel EAeyxocg
e€ouvolobotnoncg (Authorization) mou xpnowponoleitat n HTTP
tavtonoinon (Authentication

AuthName Authentication Title

Require: KaBopilel Tov tumo xpnotwv/opddwv mou punopoulv va
TPOOTIEAACOUV TO TiEPLEXOUEVO. MTopetL va eivad:

group | user | valid-user.
Require [Access Type] [ Access Name ]

Require group admin



Napadewypa Basic Authentication

>To apyxeilo httpd.conf
AccessFileName ht.acl .htaccess

<Directory "C:/Apache2.2/htdocs/secure">
AllowOverride All
Options None
Order deny,allow
</Directory>

2e command prompt
C:\Apache2.2\bin>Htpasswd —c —b passwd.txt user user



Napadewypa Basic Authentication
(2uv..)

>To apxelo ht.acl oto pakelo
C:/Apache2.2/htdocs/secure

AuthUserFile “c:/apache2.2/bin.passwd.txt”
AuthName “Secured Area”

AuthType Basic

<Limit GET POST>

Require valid-user

</Limit>




lapadelypa Basic Authentication
(Zuv..)

* [lpoocB<toupe oto apyeio passwd.txt xprioteg
* C:\Apache2.2\bin>Htpasswd —c —b passwd.txt userl userl
* C:\Apache2.2\bin>Htpasswd —c —b passwd.txt user2 user2
* C:\Apache2.2\bin>Htpasswd —c —b passwd.txt user3 user3
* AnuloupyoUpe to apxeio groups.txt
GrpSecure: user2 user3
* AMAloupue Tto apyeio ht.acl os:
AuthUserFile c:/Apache2.2/bin/passwd.txt
AuthGroupFile c:/Apache2.2/bin/groups.txt
AuthName "Secure Area"
AuthType Basic
<Limit GET POST>
# require valid-user
require group GrpSecure
</Limit>



PuBuioceilc tTwv apxeiwv kataypodpnc

ErrorLog : O€tel To Ovopua kat tn Stadpoun Tou apxeLoOU TToU TO
cvotTnua Kataypadel To oPpAAUOTO TTOU TIPOKUTITOUV.

ErrorLog err-log-file location

TransferLog: Kataypadel T altnoeLg otov server n popdn tng
kKataypadnc kabopiletal amo tnv mio npocdata
Xpnotlpomnolovpevn armno tnv odnyia LogFormat

TransferLog access-log-file location

CustomLog: Kataypadel TG ALTACELG OTOV Server Ko
kaBopiletal ko N popdn TnNg Kataypadng
CustomLog custom-log-file location Log-Format



Virtual Hosts

Ermitpenel meplocotepa armo duo websites (m.y.
www.websitel.com, www.website2.com ) va
gEumnnpeTouvtal amno tov idlo puotko Apache
Server.

Mropouv va dnutoupynBouv duo tumolVirtual
Hosts:

 |P-based Virtual Hosts
e Name-based Virtual Hosts


http://www.website1.com/
http://www.website2.com/

EvtoA€c oxetikec pe Virtual Host
<VirtualHost [IP ADDRESS:PORT] >

ServerAdmin

DocumentRoot

ServerName

ServerAlias

ErrorLog

</ VirtualHost >



Napadswypa Virtual Host

AnploupyoU e to c:\examplel
Anpwoupyoupe to c:\example2

MpocB<toupe oto httpd.conf
Listen 8080
NameVirtualHost *:8080

<VirtualHost *:8080>

DocumentRoot "c:/examplel"

ServerName www.examplel.com

ServerAlias serverl serverl.example.com examplel
</VirtualHost>

<VirtualHost *:8080>

DocumentRoot "c:/example2"

ServerName www.example2.com

ServerAlias server2 server2.example.com example2
</VirtualHost>



Napadswypa Virtual Host

Anpwoupyou e to c:\websitel

MpocB<toupe oto httpd.conf
Listen 2125
NameVirtualHost 127.0.0.1:2125

<VirtualHost localhost:2125>
ServerAdmin ckitagias@gmail.com
DocumentRoot "c:/websitel"
ServerName localhost

<Directory />
Options FollowSymLinks
AllowOverride None
Order deny, allow
Allow from all
</Directory>
</VirtualHost>



Napadswypa Virtual Host

Anpwouvpyou e to c:\website2

MpocB<toupe oto httpd.conf
Listen 8081
NameVirtualHost 127.0.0.1:8081

<VirtualHost localhost:8081>
ServerAdmin ckitagias@gmail.com
DocumentRoot "c:/website2"
ServerName localhost

<Directory />
Options FollowSymLinks
AllowOverride None
Order deny, allow
Allow from all
</Directory>
</VirtualHost>



Napadswypa Virtual Host

<VirtualHost *:8080>

DocumentRoot "c:/examplel"

ServerName www.examplel.com

ServerAlias serverl serverl.example.com examplel

<directory "c:/examplel/secure">
AllowOverride All
Options None
Order deny,allow

</directory>
</VirtualHost>



XepLopog ZhaApatwyv

Apache Server generates Status Codes
depending on the Page/URL Request.

* 301 Moved Permanently
* 401 Unauthorized

* 403 Forbidden

* 404 Not Found

* 500 Internal Server Error



Xewplopog ZpaApatwy (Zuv...)

ErrorDocument :: Mog EMLTPEMEL VOL OPLOOULLE
eEATOMLKEVLEVEC OeALdEC ZDAAUATOC

ErrorDocument StatusCode <Custom Error Page Location>
ErrorDocument 401 /error401.html
ErrorDocument 403 /errordocs/error403.php

ErrorDocument 404 http://www.yousite.com/error.php



2npoavtika Apache Modules

mod_autoindex
mod_deflate
mod_headers
mod_dir
mod_include
mod_alias
mod_env
mod_rewrite
mod_ssl
mod_alias
mod_cgi
mod_proxy
mod_log_config
mod_mime
mod_fastcgi
mod_auth



